HCSO Electronic Mail Policy and Procedures Flowchart

Mailboxes are created for all HCSO employees

= Qas with a default limit of 25 MB of storage space. In
¢ speciai cases, users are allowed to have more
- space on the mail servers. Users are warned to

L clean up their mailbox as they approach their
Mailbox - 25 MB Limit limit.
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HCSO USERS

All incoming and outgoing mail is scanned for
malware and content in accordance with HCSO
Acceptable Use of Electronic Media Policy

Per HCSO Retention Policy, all email messages
are automatically purged after 14 days from the
Active Maitbox, Policy does not apply to
Personal Storage of messages away from the
active mailbox.

calenr Tasks

O R : ZERO Days Grace Period — When User deletes
Lasec an Item from his mailbox, there is no grace
» 7y period for recovery. Mail is permanently deleted
B each night during Maintenance Cycle.
DELETED ITEMS
User Doletes Recycle Bin

All mailboxes are backed up nightly to Tape
Drive. Tape is pulled the following morning and
sent to Offsite Vault to satisfy Disaster Recovery
Procedure
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Tape Library

Tapes are stored offsite for 14 days before
returning to HCSO
Tape Library and being placed back into rotation
to be overwritten.

Offsite Storage
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